CAC GIAI PHAP BAM BAO AN TOAN THONG TIN
TRONG CONG CUOC CHUYEN POI SO
NGANH CONG THUONG
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NOI DUNG

SVeATItal Viet Nam

Cau chuyen khach hang

Chien IUsc dam bao ATTIT trong Chuyen doi so

Nang luc, Giai phap cua VNPT trong linh vuc Cloud - ATTT




1 THACH THUC VE ATTT TAI
VIET NAM

-
> BOi canh ATTT tai Viét Nam

> Thach thidc véi Chinh quyén so6 va véi nganh Cong Thuong
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(1.2 CAC VU TAN CONG RANSOMWARE TRONG NUGC

3 o
Lﬂ'c Active Uirectory
@8 Exchange j @ a
Pcn vi TOP 3 Pon vi ndng ludng Nha mang vién théng ao
ching khoan trong nudc quy mo Ién tai Viét Nam khéng ha tang TOP thi trudng
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R\ Cac cong théng tin TCT CP Bia rugdu nudc giai @ Tong Cong ty nganh
x'_":{_‘}:f%khé\)’i chinh quyén | khat KV mién Bac Buu dién
> &M““m Threat Managed
e HE“HH | Intelligence Service Security Service



HANH LANG PHAP LY

) ;27;&‘2/23?3th0ng tinmang Ca guan, to ChL'J’C,,Cé nhan Viét Nam, t& chuc, cz@ Nnhan
s : NU3c ngoai truc tiép tham gia hoac ¢coé liEn quan dén hoat

» Nghi dinh 85/2016/NB-CP dong an toan théong tin

« Luatan ninh mang 24/2018/QH14
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4/ICT-TTg nal Cac bo, cd quan ngang bd ddm bdo ty & kinh phi cho cac
SPDV ATTT mang dat téi thiéu 10% trong tong kinh phi
trién khai k& hoach Ung dung CNTT hang nam

Trien khai bao dam ATTT theo mo hinh “4 [8p™: (1) “Lép 1"
Luc lugng tai cho; (2) “Lép 2" To chuc hoac thué doanh
nghiép giam sat, bao vé chuyén nghiép; (3) “Lép 3" To chic
hoac thué doanh nghiép doc l1ap kiém tra, danh gia dinh
ky: (4) “LEp 4" Két ndi, chia sé théng tin v8i hé thong gidm
sat quoc gia

Hudng dan cac tiéu chi trién khai ky thuat dap Ung két noi
v3i hé thong CSDLQG vé Dan Cu
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Hé thong Ién va
phuc tap

Hé thong CNTT cla
cac CONN nudc rat
I8N va phuc tap, co su
két noi lién thong gila
cac dan vi, co boi canh
lich sU trién khai khac
nhau, do dé rat kho
kiem soat dam bao
100% an toan bao mat
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Van dé Ransomware
dang tré nén nghiém

tréd nén cuc
trong.

kg
~

Ky

]

Kiém soat va phan

oai,

khé xac dinh dU
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Quan ly ha tang

Hau hét cdc CQNN da
guan tam dén Vviéc
backup dU liéu, da trién
khai cac gidi phap
Backup dU liéu tai local
site 8 cac pham vi khac
nhau (Backup 100% du
liéu, hoac chi Backup
cac du lieu quan trong).
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CAU CHUYEN KHACH HANG




CAU CHUYEN KHOI PHUC SAU SU CO RANSOMWARE /’/' VNPT

1. GIAl POAN TRUGC SU cO 5 i
ﬁ' Z
« Thdng 4/2024, VNPT khao sat, tu van cho doanh nghiép cac v ‘E 60 <If'-|1=J 50 TB

phucng an triéen khai ATTT, sao luu dU liéu. Tuy nhién do hé 6wt T A chaviin-giaan @ '_N - N
théng I8n va phuc tap, cac gidi phap ATTT chua dudc trién toan bio:méat skn sang hS. Di lieu dugc khoi phuc
khai day du. Doanh nghiép mdai chi kip sao luu cac d{ liéu trg 24/7 trong hon 03 tudn turban Backup
quan trong lén VNPT Cloud.

* Sau khi khach hang sao luu dd liéu 1én VNPT Cloud, cac du
liéu nay dugc bat ca ché chéng sla/xod dé dam bao an toan.

2. PHAN UNG V3I SU cO

« Dau thang 6/2024, toan bo hé thong dich vu khach hang bi ma héa
\ bdi Ransomware, hoat dong SXKD bi té liét.
« VNPT kich hoat kich ban phan Ung nhanh, huy déng nguén luc chuyén
gia, ha tang, cong nghé dé khéi phuc dich vu cho khach hang.
* Thuc hién song song cac kich ban: cé lap - diéu tra, khoéi phuc hé thong
|én Cloud tU badn Backup, ra quét ATTT, tich hdp cac gidi phap ATTT

3. KHOI PHUC DICH VU

« Sau 4 ngay: cac dich vu quan trong nhat dudc khoi
phuc trén VNPT Cloud

e Sau 14 ngay: hau hét cac dich vu phuc vu SXKD cua KH
dugc khdi phuc.

- £5000

Hé thong Giam sat ATTT
cla VNPT du kién tich hap
cho KH nay
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(1.2 TO CHUC KHOI PHUC /’/'v NPT
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Khoi phuc lai
cac hé thong
chinh bi anh

Piéu phai, chiu

trach nhiém Diéu tra, phan

tich su co

quyét dinh viéc ! anh
phdi hdp va Go hudng bdi ma
live doc tong tién

Ra soat, danh
gia an toan, an
ninh mang cho
cac hé thong
dudc dung madi

o

Ra soat an
toan, an ninh

mang cho cac
hé thong dang
co lap
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CHIEN LUGC DAM BAO ATTT TRONG
CHUYEN POI SO

-

> Dam bao ATTT trong CBS nganh Cong Thuocng
> Pam bao ATTT trong CBPS chinh quyén Tinh/Thanh pho
> Chién ludc dii liéu




.........

CHIEN LUGC DAM BAO ATTT CHINH QUYEN DIEN TU

.Io Xac dinh tiéu chuan ATTT

6- Dien tap ATTT, dién phu hgp: ATTT theo CD 3/4/5

tap khoi phuc hé thong

22 2N
111

7

a&?
50 T6 chuc dao | 4 [ 2. Thiét k& ATTT cung vdi
tao nhan thuc ATTT g Q %

thiét ké ha tang, dac biét vdéi
CSDL nganh Cong thuong

4 > 5
e Xay dung @ o, ° e Xay dung quy

chién lugc dif liéu trinh van hanh ATTT
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CHIEN LUGC TRONG XAY DUNG CSDL NGANH

1. Xacdinh
capdo ATTT

2. Thiét ké hé
théng dam
bao ATTT, sao
luu du phong

3. bao tao
nhan thdc
ATTT

Xay dung
quy trinh
van hanh

4., Xay dung
hé thong
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5. Lap ho sa

cap do
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Kz.z ) CHIEN LUGC BAO VE DU LIEU

0] PHAN LOAI, GAN NHAN

DU LIEU

02 XAC BINH MUC BO

QUAN TRONG

XAC DINH QUYEN TRUY CAP
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XAC DINH HINH
DU LIEU

’zVN PT

HUC SAO LUU

XAC DINH TAN SUAT SAO LUU

DU LIEU

XAY DUNG QUY TRINH XU LY/
SAO LUU/KHOI PHUC DU LIEU
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(3.4 CHIEN LUGC SAO LUU DU LIEU 3-2-1-1-0

AN

3x Copies

2X Storage Media

1x Offsite Copy

1x Offsite

(air-gapped) Ox Error

PVNPT

\_

Chién lugc sao luu 3-2-1
ducc quy dinh trong van ban
2517/BTTTT-CATTT ngay
27/06/2024
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NANG LUC, GIAI PHAP VE
CLOUD, ATTT CUA VNPT




HE SINH THAI CHUYEN DOI SO CLOUD - ATTT
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Lvu trlr  Khoiphuc  Quanly VNPT SmartCloud
% Antoan  nhanh phién ban
e
N

A

Storage Services

@

Endpoint

VNPT CLOUD BACKUP

* Raquét ATBM

a e Gidm sat ATTT
* Anti-Malware, Anti- ”‘ﬁ‘fihﬁa 3

Ransomware



K4,3 NANG LUC CLOUD - ATTT | v VNPT
Nang luc vé An toan thong tin

- Top 5 cong ty an toan thdng tin tai Viét Nam. Hé théng gidm sat an ninh mang Ién
nhat Dong Nam A

. Trién khai cdc du dn an toan thong tin cap doé 3/4 cho Chinh phud, Bo nganh

- D6i ngl chuyén gia va ky su dat cac chding chi QT uy tin: CISSP, CEH, SEC+, OSWE,
OSCP, CHFI, CISA, SOC Analyst va ching chi ISO 27001:2013

HE MIEN DICH - Pay du cac dich vu/gidi phap nhu Gidm sat an toan thong tin, Danh gid an toan
AN TOAN THONG TIN VNPT théng tin, Gidi phap phat hién va ing clu su ¢ diém cudi, kiém soat két ndi déc hai
\ Pam bao an toan, an ninh mang cho hé théng quan trong

.,.'--;:-\ Nang luc ha tang luu trit, sao luu

~ . - Hatdng VNPT Cloud v6i hon 1.000 may chd, 10PB luu tril

\ . Trién khai trén 4 IDC tiéu chuan Tier 3 tai Viét Nam

- Hé sinh thai 40+ dich vu, da dang cac dich vu sao luu d{ liéu, va cac dich vu vé ATTT
.- San sang trién khai cac hé théng yéu cau Cap do 3/4, dap ung VB 1552/708

- BOi ngl chuyén gia tu van, trién khai, quan tri van hanh.

\\ VNPTCloud

“'.

__.l'
. - -
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TN e,

bam bao nang-ltic trién khai, vin hanh cac du an CNTT quy mé toan quéc 21



VNPT

TAP DOAN BUU CHIiNH VIEN THONG VIET NAM
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